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Amendments to the Claims : 

This listing of claims replaces all prior versions and listings of claims in the application: 
Listing of Claims : 

1-128 (Canceled). 

129. (Currently Amended) A method for communicating electronic dat a in a manner 
that identifies a sender , the method comprising: 

authenticating a user of a sending device at an intermediary located between the sending 
device and an intended recipient of an electronic message, wherein authenticating includes 
receiving a screenname associated with the user; 

determining, at the intermediary, an address of the sending device; 

associatin g, at the intermediary, an -the address of a -the sending device with a unique 
identifier that identifies a user of the sending device the received screenname ; 

receiving, from the sending device, an-the electronic message at an-the intermediary 
located between the sending device and an intended recipient of the electronic message ; 

identifying the address of the sending device based on the received electronic message; 

determining the unique identifier associated with the user of the sending 
device screenname based on the identified address and the association between the address of the 
sending device and the unique identifie r screenname ; 

changing the electronic message to include the determined uni q ue i dentif i er ; 
an dscreenname; 

forwarding at least a selected portion of the changed electronic message to th e intended 
recipient. 

filtering the changed electronic message based on the screenname included in the 
changed electronic message. 
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130. (Previously Presented) The method of claim 129 wherein the sending device is a 
client device. 

131. (Canceled) 

132. (Previously Presented) The method of claim 129 wherein the address of the 
sending device includes an Internet protocol address. 

133. (Previously Presented) The method of claim 129 wherein the intermediary 
comprises a layer 4 redirection program. 

134. (Previously Presented) The method of claim 129 wherein the electronic message 
is an electronic mail message. 

135. (Previously Presented) The method of claim 129 wherein the electronic message 
is a Previously Presenteds posting. 

136. (Currently Amended) The method of claim 129 whereim 

.changing the electronic message comprises appending the determined unique 

identifie r screenname to the electronic message ; and 

forwarding the changed elect ronic m essage comprises forwarding th e el e ctronic 

message along with the appended unique identifier . 

137. (Currently Amended) The method of claim 136 wherein appending the 
determined unique identifie rscreenname includes appending the determined unique 
identifie r screenname as a header to the electronic message. 


138. (Currently Amended) The method of claim 129 further comprisin g wherein 
filtering the changed electronic message includes : 
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determining whether the electronic message received from the sending device has 
characteristics of a message to be blocked; and 

blocking the electronic message when the electronic message is determined to 
have characteristics of a message to be blockedj-and 

wherein forwarding at least a selected portion of the changed electronic message 

comprises forwarding the changed ele ctronic message th at is not de t e rmine d to have 
characteristics of a message to be blocked . 

139. (Previously Presented) The method of claim 138 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of a message to be blocked using a level 4 
redirection program. 

140. (Currently Amended) The method of claim 138 wherein determining whether the 
electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic data has characteristics of a message to be blocked based upon the 
determined unique identifie r screenname included in the changed electronic message . 

141. (Previously Presented) The method of claim 138 wherein blocking the electronic 
message comprises blocking the electronic message using a level 4 redirection program. 

142. (Previously Presented) The method of claim 138 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of an undesirable Previously Presenteds 
posting. 

143. (Previously Presented) The method of claim 138 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of spam. 


Applicant : Joseph G. Barrett et al. Attorney's Docket No.: 06975-132002 / Security 09- 

SerialNo. : 09/978,046 CON 
Filed : October 17, 2001 
Page : 5 of 22 

144. (Previously Presented) The method of claim 143 wherein determining whether 
the electronic message has characteristics of spam comprises: 

counting a number of connections that are open with the sending device; and 
determining that the electronic message has characteristics of spam when the 
number of connections that are open with the sending device exceeds a threshold number. 

145. (Previously Presented) The method of claim 144 wherein the threshold number is 
configurable. 

146. (Previously Presented) The method of claim 138 further comprising blocking 
future electronic messages from the sending device for at least a period of time when the 
electronic message is determined to have characteristics of a message to be blocked. 

147. (Previously Presented) The method of claim 143 wherein determining whether 
the electronic data has characteristics of spam comprises: 

counting a number of electronic messages that have been received from the 
sending device during a period of time; and 

determining that the electronic message has characteristics of spam to be blocked 
when the number of messages received from the sending device during the period of time 
exceeds a threshold number. 

148. (Previously Presented) The method of claim 147 wherein the period of time is 
configurable. 

149. (Previously Presented) The method of claim 129 further comprising redirecting 
the received electronic message from the intended recipient to a computing device capable of 
performing at least the identifying. 
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150. (Previously Presented) The method of claim 149 wherein redirecting the received 
electronic message comprises changing a destination address associated with the received 
electronic message from the intended recipient to the computing device. 


151. (Previously Presented) The method of claim 129 wherein the electronic message 
includes a fraudulent return address. 


152. (Canceled) 

153. (Canceled) 


154. (Currently Amended) A computer readable storage medium storing a computer 
program for, the computer program comprising instructions for causing a processing device to 
perform the following operations: 

authenticate a user of a sending device at an intermediary located between the 
sending device and an intended recipient of an electronic message, wherein authenticating 
includes receiving a screenname associated with the user; 

determine, at the intermediary, an address of the sending device; 

associate , at the intermediary, an -the address of a -the sending device with a unique 
identifier that iden tifies a use r of t he sending device t he received screenname; 

receive, from the sending device, an -the electronic message at an -the intermediary 
located between the sending device and an intended recipient of the electronic message; 

identify the address of the sending device based on the received electronic 

message; 

determine the unique identifier associated with the user of the sending 
devie escreenname based on the identified address and the association between the address of the 
sending device and the unique identifie r screenname ; 

change the electronic message to include the determined unique 
identifie r screenname ; and 
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forward at least a selected portion of the changed electronic message to the 
intended r ecipient filter the changed electronic message based on the screenname included in the 
changed electronic message . 

155. (Previously Presented) The medium of claim 154 wherein the sending device is a 
client device. 

156. (Canceled) 

157. (Previously Presented) The medium of claim 154 wherein the address of the 
sending device includes an Internet protocol address. 

158. (Previously Presented) The medium of claim 154 wherein the intermediary 
comprises a layer 4 redirection program. 

159. (Previously Presented) The medium of claim 154 wherein the electronic message 
is an electronic mail message. 

160. (Previously Presented) The medium of claim 154 wherein the electronic message 
is a Previously Presenteds posting. 

161. (Currently Amended) The medium of claim 154 wherein^ 

to change the electronic message, the computer program comprise instructions for 

causing the processing device to append the determined unique identifie r screenname to the 
electronic messagef-and 

to for w ar d the changed electronic message, the computer program comprise 

instructions for causing the processing device to forward the electronic message along with the 
appended unique identifier. 
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162. (Currently Amended) The medium of claim 161 wherein, to append the 
determined u ni qu e id e ntifi e rscreenname , the computer program comprise instructions for 
causing the processing device to append the determined unique identifie r screenname as a header 
to the electronic message. 

163. (Currently Amended) The medium of claim 154 wherein , to filter the changed 
electronic message, the computer program comprises instructions for causing the processing 
device to: 

determine whether the electronic message received from the sending device has 
characteristics of a message to be blocked; and 

block the electronic message when the electronic message is determined to have 
characteristics of a message to be blocked; and 

wherein, to forward at least a selected portion of the changed electronic message, 

the computer program comp rise instructions for causing the processing device to forward the 
changed electronic message that is not determined to have characteristics of a message to be 


164. (Previously Presented) The medium of claim 163 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of a message to be blocked using a level 4 redirection program. 

165. (Currently Amended) The medium of claim 163 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic data 
has characteristics of a message to be blocked based upon the determined unique 
identifie r screenname included in the changed electronic message . 
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166. (Previously Presented) The medium of claim 163 wherein, to block the electronic 
message, the computer program comprise instructions for causing the processing device to block 
the electronic message using a level 4 redirection program. 

167. (Previously Presented) The medium of claim 163 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of an undesirable Previously Presenteds posting. 

168. (Previously Presented) The medium of claim 163 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of spam. 

169. (Previously Presented) The medium of claim 168 wherein, to determine whether 
the electronic message has characteristics of spam, the computer program comprise instructions 
for causing the processing device to: 


number of connections that are open with the sending device exceeds a threshold number. 

170. (Previously Presented) The medium of claim 169 wherein the threshold number 
is configurable. 

171. (Previously Presented) The medium of claim 163 wherein the computer program 
comprises instructions for causing the processing device to block future electronic messages 
from the sending device for at least a period of time when the electronic message is determined 
to have characteristics of a message to be blocked. 


count a number of connections that are open with the sending device; and 
determine that the electronic message has characteristics of spam when the 
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172. (Previously Presented) The medium of claim 168 wherein, to determine whether 
the electronic data has characteristics of spam, the computer program comprise instructions for 
causing the processing device to: 

count a number of electronic messages that have been received from the sending 
device during a period of time; and 

determine that the electronic message has characteristics of spam to be blocked 
when the number of messages received from the sending device during the period of time 
exceeds a threshold number. 

173. (Previously Presented) The medium of claim 172 wherein the period of time is 
configurable. 

174. (Previously Presented) The medium of claim 154 wherein the computer program 
comprise instructions for causing the processing device to redirect the received electronic 
message from the intended recipient to a computing device capable of performing at least the 
identifying. 

175. (Previously Presented) The medium of claim 174 wherein, to redirect the 
received electronic message, the computer program comprise instructions for causing the 
processing device to change a destination address associated with the received electronic 
message from the intended recipient to the computing device. 

176. (Previously Presented) The medium of claim 154 wherein the electronic message 
includes a fraudulent return address. 

177. (Canceled) 


178. (Canceled) 
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179. (Currently Amended) A method for communicating electronic data in a manner 
that identifies a sender, the method comprising: 

authenticating a user of a sending device at an intermediary located between the 
sending device and an intended recipient of an electronic message, wherein authenticating 
includes receiving a user-defined identifier associated with the user; 

determining, at the intermediary, an address of the sending device; 

associatin g, at the intermediary, aa -the address of a -the sending device with a-the 
received user-defined identifier; that identifies a user of the sen ding de vic e 

receiving, from the sending device, an -the electronic message at an-the 
intermediary located between the sendin g dev ice a n d an intended recipi ent of the electronic 

identifying the address of the sending device based on the received electronic 

message; 

determining the user-defined identifier associated with the user of the sending 
device based on the identified address and the association between the address of the sending 
device and the user-defined identifier; 

changing the electronic message to include the determined user-defined identifier; 

and 

forwarding at least a selected portion of the changed electronic message to the 
int e nd ed recipient filtering the changed electronic message based on the user-defined identifier 
included in the changed electronic message . 

180. (Previously Presented) The method of claim 179 wherein the sending device is a 
client device. 

181. (Canceled) 


182. (Previously Presented) The method of claim 179 wherein the address of the 
sending device includes an Internet protocol address. 


Applicant : Joseph G. Barrett et al. Attorney's Docket No.: 06975-132002 / Security 09- 

SerialNo. : 09/978,046 CON 
Filed : October 17, 2001 
Page : 12 of 22 

183. (Previously Presented) The method of claim 179 wherein the intermediary 
comprises a layer 4 redirection program. 

184. (Previously Presented) The method of claim 179 wherein the electronic message 
is an electronic mail message. 

185. (Previously Presented) The method of claim 179 wherein the electronic message 
is a Previously Presenteds posting. 

186. (Currently Amended) The method of claim 179 wherein: 

changing the electronic message comprises appending the determined user- 
defined identifier to the electronic messagej-and 

forwarding the changed electronic message comprises forwarding the electronic 

messag e alon g w it h the appende d us e r - d efined identifier. 

187. (Previously Presented) The method of claim 186 wherein appending the 
determined user-defined identifier includes appending the determined user-defined identifier as a 
header to the electronic message. 

188. (Currently Amended) The method of claim 179 further c omprising wherein 
filtering the changed electronic message includes : 

determining whether the electronic message received from the sending device has 
characteristics of a message to be blocked; and 

blocking the electronic message when the electronic message is determined to 
have characteristics of a message to be blockedf-and 

wherein forwarding at least a selected porti o n o f the changed electronic message 

comprises forwarding the changed electronic message that is not determined to have 
characte ristics of a message to be blocked . 
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189. (Previously Presented) The method of claim 188 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of a message to be blocked using a level 4 
redirection program. 

190. (Previously Presented) The method of claim 188 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic data has characteristics of a message to be blocked based upon the 
determined user-defined identifier. 

191. (Previously Presented) The method of claim 188 wherein blocking the electronic 
message comprises blocking the electronic message using a level 4 redirection program. 

192. (Previously Presented) The method of claim 188 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of an undesirable Previously Presented 
posting. 

193. (Previously Presented) The method of claim 188 wherein determining whether 
the electronic message has characteristics of a message to be blocked comprises determining 
whether the electronic message has characteristics of spam. 

194. (Previously Presented) The method of claim 193 wherein determining whether 
the electronic message has characteristics of spam comprises: 

counting a number of connections that are open with the sending device; and 
determining that the electronic message has characteristics of spam when the 
number of connections that are open with the sending device exceeds a threshold number. 

195. (Previously Presented) The method of claim 194 wherein the threshold number is 
configurable. 
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196. (Previously Presented) The method of claim 188 further comprising blocking 
future electronic messages from the sending device for at least a period of time when the 
electronic message is determined to have characteristics of a message to be blocked. 

197. (Previously Presented) The method of claim 193 wherein determining whether 
the electronic data has characteristics of spam comprises: 

counting a number of electronic messages that have been received from the 
sending device during a period of time; and 

determining that the electronic message has characteristics of spam to be blocked 
when the number of messages received from the sending device during the period of time 
exceeds a threshold number. 

198. (Previously Presented) The method of claim 197 wherein the period of time is 
configurable. 

199. (Previously Presented) The method of claim 198 further comprising redirecting 
the received electronic message from the intended recipient to a computing device capable of 
performing at least the identifying. 

200. (Previously Presented) The method of claim 199 wherein redirecting the received 
electronic message comprises changing a destination address associated with the received 
electronic message from the intended recipient to the computing device. 

201. (Previously Presented) The method of claim 179 wherein the electronic message 
includes a fraudulent return address. 


202. (Canceled) 
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203. (Currently Amended) A computer readable storage medium storing a computer 
program for, the computer program comprising instructions for causing a processing device to 
perform the following operations: 

authenticate a user of a sending device at an intermediary located between the 
sending device and an intended recipient of an electronic message, wherein authenticating 
includes receiving a user-defined identifier associated with the user; 

determine, at the intermediary, an address of the sending device; 

associate , at the intermediary, an -the address of a -the sending device with a-the 
user-defined identifier; that identifies a user of the sending device 

receive, from the sending device, an-the electronic message at an-the intermediary 
located between the sending device and an intended recipient of the electronic message ; 

identify the address of the sending device based on the received electronic 

message; 

determine the user-defined identifier associated with the user of the sending 
device based on the identified address and the association between the address of the sending 
device and the user-defined identifier; 

change the electronic message to include the determined user-defined identifier; 

and 

forward at least a selected portion of the changed electronic message to the 
inten d ed recipient filtering the changed electronic message based on the user-defined identifier 
included in the changed electronic message . 

204. (Previously Presented) The medium of claim 203 wherein the sending device is a 
client device. 

205. (Currently Amended) The mediu m of claim 203 whe r ein t he user defined 
identifier associated with the user of the sending device is a screen name. 

206. (Previously Presented) The medium of claim 203 wherein the address of the 
sending device includes an Internet protocol address. 
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207. (Previously Presented) The medium of claim 203 wherein the intermediary 
comprises a layer 4 redirection program. 

208. (Previously Presented) The medium of claim 203 wherein the electronic message 
is an electronic mail message. 

209. (Previously Presented) The medium of claim 203 wherein the electronic message 
is a Previously Presenteds posting. 

210. (Currently Amended) The medium of claim 203 wherein^ 

to change the electronic message, the computer program comprise instructions for 

causing the processing device to append the determined user-defined identifier to the electronic 
messager-aftd 

to forward the changed electronic message, the computer program comprise 

i ns tr u ctions for causing the processing d evice to for ward the electronic message along with the 
appended user defined identifier . 

211. (Previously Presented) The medium of claim 210 wherein, to append the 
determined user-defined identifier, the computer program comprise instructions for causing the 
processing device to append the determined user-defined identifier as a header to the electronic 
message. 

212. (Currently Amended) The medium of claim 203 wherein , to filter the changed 
electronic message, the computer program comprises instructions for causing the processing 
device to: 

determine whether the electronic message received from the sending device has 
characteristics of a message to be blocked; and 

block the electronic message when the electronic message is determined to have 
characteristics of a message to be blockedraad 
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213. (Previously Presented) The medium of claim 212 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of a message to be blocked using a level 4 redirection program. 

214. (Previously Presented) The medium of claim 212 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic data 
has characteristics of a message to be blocked based upon the determined user-defined identifier. 

215. (Previously Presented) The medium of claim 212 wherein, to block the electronic 
message, the computer program comprise instructions for causing the processing device to block 
the electronic message using a level 4 redirection program. 

216. (Previously Presented) The medium of claim 212 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of an undesirable Previously Presenteds posting. 

217. (Previously Presented) The medium of claim 212 wherein, to determine whether 
the electronic message has characteristics of a message to be blocked, the computer program 
comprise instructions for causing the processing device to determine whether the electronic 
message has characteristics of spam. 
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218. (Previously Presented) The medium of claim 217 wherein, to determine whether 
the electronic message has characteristics of spam, the computer program comprise instructions 
for causing the processing device to: 

count a number of connections that are open with the sending device; and 
determine that the electronic message has characteristics of spam when the 
number of connections that are open with the sending device exceeds a threshold number. 

219. (Previously Presented) The medium of claim 218 wherein the threshold number 
is configurable. 

220. (Previously Presented) The medium of claim 212 wherein the computer program 
comprises instructions for causing the processing device to block future electronic messages 
from the sending device for at least a period of time when the electronic message is determined 
to have characteristics of a message to be blocked. 

221. (Previously Presented) The medium of claim 217 wherein, to determine whether 
the electronic data has characteristics of spam, the computer program comprise instructions for 
causing the processing device to: 

count a number of electronic messages that have been received from the sending 
device during a period of time; and 

determine that the electronic message has characteristics of spam to be blocked 
when the number of messages received from the sending device during the period of time 
exceeds a threshold number. 

222. (Previously Presented) The medium of claim 221 wherein the period of time is 
configurable. 


223. (Previously Presented) The medium of claim 203 wherein the computer program 
comprise instructions for causing the processing device to redirect the received electronic 
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message from the intended recipient to a computing device capable of performing at least the 
identifying. 

224. (Previously Presented) The medium of claim 223 wherein, to redirect the 
received electronic message, the computer program comprise instructions for causing the 
processing device to change a destination address associated with the received electronic 
message from the intended recipient to the computing device. 

225. (Previously Presented) The medium of claim 203 wherein the electronic message 
includes a fraudulent return address. 

226. (Canceled) 


